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1. INTRODUCTION

Cloud computing has transformed IT operations by
enabling scalable and flexible access to computer resources
via the Internet. This paradigm allows businesses to save
costs while dynamically using shared infrastructure,
software, and data. However, the decentralization of cloud
systems creates substantial security threats. Because of the
possibility of external attacks and internal flaws inside
cloud networks, protecting sensitive data and guaranteeing
its integrity is critical. Addressing these concerns demands
strong security measures that go beyond standard perimeter
defences. Techniques like the Diffie-Hellman Key
Exchange Algorithm (DHKEA) have developed as
proactive approaches to improving cloud security. DHKEA
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specializes in secure key exchange systems that protect
data during transmission across unprotected networks.
Organizations that use such cryptographic approaches can
increase their defences against growing cyber threats while
maintaining the stability and security of cloud-based
services.

As cloud computing grows in popularity, establishing
strong data security has become increasingly important.
Traditional security solutions, effective in conventional IT
environments, often fall short in addressing the dynamic
and interconnected nature of cloud infrastructures.
Securing data in transit and at rest is critical for mitigating
unauthorized access and data breaches. Such breaches can
have severe consequences, impacting not only the affected
organizations but also the trust of their clients and
stakeholders. Therefore, adapting security solutions to the
specific challenges of cloud environments is crucial. This
involves developing robust encryption methods, access
controls, and monitoring techniques that protect sensitive
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data across distributed cloud networks. In the era of cloud
computing, proactive measures are essential to ensure data
integrity and compliance with stringent regulatory
standards. In the age of cloud computing, proactive steps
are critical for ensuring data integrity and compliance with
high regulatory criteria.

Despite large expenditures in cloud security, there is still a
big gap in applying all-encompassing and flexible security
rules that reduce risks without sacrificing operational
effectiveness. Traditional security paradigms that rely on
perimeter defence and implicit trust assumptions are
incompatible with cloud systems' flexible and dispersed
nature. Present tactics mostly concentrate on external
threats, ignoring the possibility of insider threats or more
complex attacks like advanced persistent threats (APTS).
These attacks exploit the vulnerabilities present in cloud
infrastructures, such as compromised credentials or
inadequate access restrictions. The growing dependence of
enterprises on cloud services necessitates a fast evolution
of security frameworks towards a proactive approach. The
process entails incorporating sophisticated cryptographic
methods like the DHKEA, which offers a safe way to
exchange cryptographic keys across open channels. Due to
the decentralized nature of cloud computing, private
information is vulnerable to internal and external threats.
Stronger cryptographic techniques are required since
traditional security solutions cannot handle the ever-
changing dangers in cloud environments. It is suggested
that the Diffie-Hellman Key Exchange Algorithm
(DHKEA) be used to improve cloud data security by safely
exchanging cryptographic keys across public networks,
safeguarding data. At the same time, it is being transmitted,
strengthening the security framework as a whole.

Furthermore, there is a growing demand for more
sophisticated cryptographic approaches that provide
stronger security assurances with less computational cost,
even if encryption protocols like the Advanced Encryption
Standard (AES) are often used to safeguard data in transit
and at rest in the cloud. A viable substitute that can improve
security without sacrificing speed or storage needs is the
DHKEA.

e |nvestigate using the DHKEA to improve cloud
data security.

e Assess DHKEA's ability to exchange
cryptographic keys across public networks safely.

e Compare DHKEA's security, scalability, and
performance benefits to typical encryption
approaches in cloud contexts.
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e FEvaluate DHKEA's contribution to regulatory
compliance frameworks such as the CCPA and
GDPR.

e  Make realistic recommendations for adopting
DHKEA to improve cloud security and business
continuity.

The increased use of cloud computing presents serious
security threats because of its shared and accessible nature.
To obtain unauthorized access to sensitive data, internal
and external threat actors use flaws in user credentials,
cloud applications, or infrastructure.  Serious
consequences, such as monetary losses, harm to one's
reputation, and legal ramifications, can result from
cyberattacks, data breaches, and compliance violations.
Even while encryption plays a major role in data security,
the varied and dynamic cloud environment frequently
presents challenges for the current solutions. With more
businesses relying on cloud services for operations,
improving security measures to reduce risks and guarantee
the availability and integrity of important data is critical.

It is structured as follows: The introduction emphasizes the
importance of proactive cryptographic measures in cloud
security. In Section 2, the Diffie-Hellman Key Exchange
Algorithm (DHKEA) is evaluated, demonstrating its
scalability and secure key exchange capabilities. In Section
3, DHKEA explains how it integrates with cloud services
to enhance regulatory compliance and security. Section 4
presents comparative results, which highlight DHKEA's
efficiency. Lastly, Section 5 summarizes key findings and
suggests future uses of edge computing and IoT.

2. LITERATURE REVIEW

Kiran's (2017) research thoroughly analyses numerous
strategies for guaranteeing data security in cloud
computing settings. It evaluates the efficacy of several
methods for safeguarding private data processed and stored
in the cloud, including data masking, multi-factor
authentication, encryption, and access control systems. The
analysis emphasizes the benefits and drawbacks of each
solution, highlighting the necessity of a tiered security plan
to counteract the variety of risks associated with cloud
computing. To ensure strong data security, the paper
suggests combining these techniques customized for
certain cloud settings.

Gollavilli  (2022) proposed the Privacy-preserving
Multiparty Data Privacy framework, which uses state-of-
the-art cryptographic techniques such as NTRU encryption
and differential privacy to support secure multiparty
computations in cloud computing. The PMDP approach
uses Laplace noise and Sample-and-Aggregate algorithms,
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which iteratively improve data confidentiality and usability
over existing methods regarding functionality, durability,
and privacy guarantees.

Sethuraman et al. (2019) use the Fuzzy Genetic Elliptic
Curve Diffie-Hellman (FGECDH) algorithm to propose an
upgraded secured communication technique in networks.
Fuzzy logic, evolutionary algorithms, and elliptic curve
cryptography are combined in this method to improve key
exchange security, especially in wireless personal
networks. This technique ensures faster and more secure
key distribution while skillfully managing the trade-off
between security and computing efficiency. It also
improves resistance against a variety of cryptographic
assaults. The method balances security and performance,
making it especially suitable for contexts with limited
resources.

Mohanarangan Veerappermal Devarajan (2022) presented
an advanced Backpropagation neural network algorithm
combined with game theory principles for forecasting
workloads in intelligent cloud computing. Nash
equilibrium aligned the stakeholders to optimize resource
allocation and Service Level Agreements (SLAS).
Validated using real-world data, it showed better
scalability, security, and usability in managing cloud
resources across industries.

Tasnim's (2018) review delves into the essential ideas of
affine cryptosystems and cyclic groups, emphasizing their
importance in cryptographic applications. A fundamental
algebraic structure, cyclic groups play a vital role in
constructing cryptographic protocols because of their well-
defined mathematical characteristics. We examine the
workings, security features, and possible weaknesses of the
affine cryptosystem that uses these groups. The study also
discusses the affine cryptosystem's practical uses for
communication security, especially when efficiency and
simplicity are important considerations. It also discusses
the system's drawbacks in more complicated cryptographic
settings.

Dharma Teja Valivarthi, in 2022, designed an advanced
security framework that combined cryptographic
techniques and the SHA-256 Secure Hash Algorithm to
improve data integrity, authenticity, and confidentiality in
cloud computing. The framework combined RSA
encryption, digital signatures, and efficient key
management. It improved 85% in security efficacy and
scalability for large-scale applications with robust data
protection in contemporary cloud environments.

Ajmera et al. (2018) present a modified Vigenére-AES
cypher, a modified Interrupt Key-AES cypher, and a Least
Significant Bit (LSB) steganography as a secure data
concealment approach. Encrypting the data using strong,
updated encryption methods first, then embedding it into
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digital media using LSB steganography improves the
security of concealed messages. When these encryption
techniques are used with steganography, a twofold layer of
protection is created, making it difficult for outside parties
to find or decode the hidden data. The method works
especially well for safe online communication.

Swapna Narla (2023) studied the Triple Data Encryption
Standard (3DES) to improve data security in cloud
computing. The paper focuses on performance
optimization, secure key management, and encryption
protocols. Using OpenSSL, Bouncy Castle, and platforms
such as AWS KMS, 3DES provides higher security and
efficiency compared to DES while overcoming
vulnerabilities with powerful cryptographic measures.

The technique for secret key amplification is covered in a
study by Sasaki et al. (2018) in situations where the key
exchange takes place over the entire graph, and some data
is uniformly released. By increasing secrecy even in
situations when an opponent has access to part of the
transferred data, the method aims to improve the security
of the shared keys. To distribute and strengthen key
security and guarantee that the final secret key is secure
even in the event of uniform leakage, the method uses the
structure of a full graph. This study is important for
enhancing key exchange methods in networks where there
is always a chance of some information leakage.
Harikumar Nagarajan (2024) has proposed an advanced
fault detection system for cloud computing and big data,
which incorporates Concurrent Error Detection (CED) and
Scalable Error Detecting Codes (SEDC). This new
hardware-based approach has surpassed the traditional
methods such as Berger Code and m-out-of-2m Code by
achieving efficiency, scalability, and reliability, thus
providing a robust solution for fault-tolerant cloud and big
data applications.

The problem of question leakage in examination systems,
where critical test questions are revealed ahead of time,
jeopardising the integrity of the assessment, is addressed in
the paper "CryptoQuestion: The Solution of Question
Leakage" by Haque (2019). The suggested remedy,
CryptoQuestion, uses cryptographic methods to make the
distribution and storage of question papers safe. By
ensuring that questions stay encrypted and unreadable until
the designated period of decryption, the technique helps to
prevent leaks and unwanted access. The method's
implementation is covered in the paper, with an emphasis
on how it can greatly improve exam system security by
limiting access to the questions to only authorised staff
during certain times.

Rama Krishna Mani Kanta Yalla (2023) proposed a dual
approach  combining  Genetic  Algorithms  with
Heterogeneous Earliest Finish Time (HEFT) scheduling
for optimizing data management in cloud-based
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applications. This strategy improves performance by better
utilization of resources, latency, and security over data,
resulting in 93% accuracy in the optimization of tasks and
proving efficiency in metrics such as the time taken for the
completion of tasks and the strength of encryption.

Islam et al. (2017) investigates ways to embed the
cryptographic algorithms Poly1305 and ChaCha20 within
the Internet of Things Datagram Transport Layer Security
(IoTDTLS) protocol to minimise network overhead. In 10T
contexts with limited resources, I0TDTLS is crucial for
ensuring communication security; nevertheless, because of
its security procedures, it may have a large overhead. Given
their reputation for efficiency and security, the authors
suggest combining the ChaCha20 encryption algorithm
with the Polyl305 message authentication code. The
protocol reduces computational and communication costs
by incorporating these methods, which improves its
suitability for 10T devices' constrained processing power
and bandwidth without sacrificing security.

Akhil Raj Gaius Yallamelli (2021) discussed the critical
cloud computing security challenges related to managing
big data with a focus on data integrity, privacy, and
unauthorized access. In this, using the Analytic Hierarchy
Process, advanced encryption and Al-driven threat
detection emerge as the most promising approach.
Recommendations include strong encryption, multi-factor
authentication, and real-time detection of threats to
improve data security on cloud platforms.

By utilising sophisticated firewall setups, Ahmad et al.
(2018) study aims to improve authentication processes and
security in business networks. It goes over several tactics
for bolstering network defences, such as incorporating
multi-factor authentication solutions and putting strong
firewall rules into place. The writers investigate how these
actions can strengthen general network security and resolve
prevalent security flaws. The paper will optimise firewall
settings and authentication procedures to provide useful
solutions to enhance protection against cyber threats and
unauthorised access, resulting in a more robust and safe
business network environment.

Venkata Surya Bhavana Harish Gollavilli (2022)
introduced an advanced framework for protecting cloud
data using Blockchain-Aided Cloud Storage (BCAS),
MD5-based hash-tag authentication, and Symbolic
Attribute-Based Access Control (SABAC). The fast
authentication process of 0.75 seconds improves data
availability, confidentiality, and integrity by 99.99%,
effectively countering all challenges in cloud security.

Kaur et al. (2019) look into black hole attacks in Mobile
Ad Hoc Networks (MANETS) and suggest ways to prevent
and detect them. When a malicious node pretends to have
the shortest path to the target and then drops packets rather

[91]

than forwarding them, it's a black hole attack. The study
examines several methods for spotting these attacks, such
as anomaly detection and network behaviour monitoring.
Additionally, to improve the dependability and security of
MANETS, it addresses defence tactics such as cooperative
mechanisms and route verification.

Sharadha Kodadi (2021) introduces an integration of
formal Quality of Service (QoS) testing with cloud
deployment optimization in a probabilistic model-checking
method. Utilizing Probabilistic Computation Tree Logic
(PCTL) and Markov Decision Processes (MDP), it makes
possible an optimal ranking of deployments regarding non-
functional requirements with a 92.5% precision in the
selection and obtaining a 98% verification success rate in
dynamic cloud environments.

Sukhrob's (2019) paper aims to provide a secure and
effective communication channel, especially for unmanned
aerial vehicles (UAVs). It tackles UAV communication's
difficulties, like preserving a steady connection in
changing conditions and guaranteeing data security. The
suggested method improves the secrecy and dependability
of data transferred between UAVs and ground stations by
combining cutting-edge encryption methods with effective
communication protocols. The study aims to optimise these
factors to increase overall system performance and
guarantee safe and dependable UAV operations in a range
of applications.

Mani Kanta Yalla Rama Krishna (2021) recently presented
a new architecture of cloud brokerage using a B-Cloud-
Tree indexing structure to improve cloud service selection.
Based on clustering CSPs according to similarity in
features, the framework can improve scalability, accuracy,
and query efficiency over the challenges imposed by
diversity and complexity in cloud services. Experimental
evaluations establish its superiority against existing
methods while offering significant advances in cloud
service brokerage systems.

Critical security vulnerabilities within the Internet of
Things (loT) ecosystem are evaluated in a paper by
Frustaci et al. (2017), addressing both present and future
challenges. The study draws attention to the serious
security flaws in Internet of Things systems, such as
hazards to privacy, interoperability of devices, and data
integrity. It discusses how weak current security measures
are and how stronger defences are required to fend off new
attacks. The writers stress the significance of creating
cutting-edge security frameworks and tactics to protect 1oT
networks as they grow and permeate more facets of
everyday life.

A user attribute-aware multi-factor authentication (MFA)
framework designed specifically for cloud-based systems
is introduced in the study by Howlader (2018). This
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framework improves security by taking into account
particular user attributes throughout the authentication
process, like role and access levels. It incorporates several
authentication methods, including tokens, biometrics, and
passwords, while adjusting to the user's needs and context.
By offering a more adaptable and safe authentication
method, the suggested solution seeks to enhance cloud
environments' user experience while strengthening access
controls' resilience. The usefulness of the framework in
tackling the many security issues related to cloud-based
systems is highlighted in the article.

3. SECURE KEY EXCHANGE
METHODOLOGY IN CLOUD COMPUTING

The technique uses the Diffie-Hellman (DH) key exchange
algorithm to create secure keys shared between customers
and cloud service providers (CSPs). By permitting the
formation of a shared secret across an insecure channel
without requiring prior engagement between the persons
involved, this cryptographic system allows safe
communication. DH ensures that private information sent
back and forth between customers and CSPs is shielded
from prying eyes and unauthorised access. Organizations
may boost confidence and protect sensitive data from
compromise or unauthorized access by utilizing DH to
provide strong security protocols for data transmission and
access in cloud settings.

3.1Diffie-Hellman Key Exchange:

Initialization: A large prime number p and a primitive
root g modulo p are agreed upon by both parties. These
serve as the foundation for the key generation process.

Key Generation: Each party generates a private key

e a: Private key for Party A.
e  b: Private key for Party B.

Compute public keys: Using these private keys, the
parties compute their public keys:

A = g%*modp @

B = g’modp )

Key Exchange: Parties exchange public keys A and B over
the insecure channel.

Shared Secret Calculation: Each party computes the shared
secret key S :

[92]

S = A’modp = B*modp 3

This shared key is identical for both parties due to the
mathematical properties of modular exponentiation.

Symmetric Encryption:

Once the shared secret S is established using the DH
algorithm, symmetric encryption techniques such as
Advanced Encryption Standard (AES) are employed for
data encryption and decryption.

Encryption: The data D is encrypted using S to produce the
ciphertext C:

C = AESg (D) @)

Decryption: The ciphertext C is decrypted using S to
retrieve the original data D:

D = AES¢-1 (C) (5)

Algorithm 1: Diffie-Hellman Key Exchange and
Symmetric Encryption Algorithm.

Input: Prime p, primitive root g, Private keys a (Party
A), b (Party B), Data D to encrypt

Output: Shared key S, encrypted data C, decrypted data
D!

Begin
Initialize public parameters p, g
Compute Party A's public key: A = g%modp
Compute Party B's public key: B = g?modp

Exchange public keys (A and B) over an insecure
channel

Compute shared secret for
B% modp

Party A: S; =

Compute shared secret for Party B: S = A” modp

IF (S, != Sz) THEN
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Log Error ("Shared key mismatch")
RETURN Error
END IF

Assign S=S5, (or Sp) // Shared key established

Encrypt data D using AES with key S: C =
AES (D)

Decrypt ciphertext C using AES with key S:
D' = AES-1 (€)

RETURN (S, C, DY) // Return shared Kkey,
ciphertext, and decrypted data

END

This Algorithm 1 establishes a secure communication
channel using the Diffie-Hellman Key Exchange (DHKE)
to compute a shared secret S. Public keys are exchanged
between parties over an insecure channel, and the shared
secret is calculated independently using private keys. The
derived key S is then used for Advanced Encryption
Standard (AES) symmetric encryption to encrypt securely
and decrypt data. The algorithm ensures confidentiality,
forward secrecy, and resistance to interception. Errors are
logged for mismatched keys or invalid operations, ensuring
robust communication.

Two parties can safely create a shared secret using the
Diffie-Hellman (DH) key exchange technique over an
unreliable channel. This technique's security is based on the
discrete logarithm problem and modular arithmetic.

Modular Exponentiation: Modular exponentiation, which
computes enormous powers modulo a prime integer p, is
the fundamental process of Diffie-Hellman: g®modp

Here,

e g is a generator of the multiplicative group
modulo p,

e aisthe private key of the sender,
e pisalarge prime number.

Shared Secret Calculation

(93]

Both parties compute a shared secret S using each other's
public keys:

e Party A computes:

S, = B* modp (6)
e Party B computes:

Sg = AP modp )
e Since S, = S, assign:

$=S,=5; (8)

Where:
e B isthe public key received from the other party,
e qaisthe private key of the sender.

Utilization of Cryptographic Libraries: Cryptographic
libraries, such as PyCryptodome (Python) or Bouncy
Castle (Java), are used to implement the Diffie-Hellman
algorithm safely. These libraries use sophisticated
cryptographic primitives to ensure safe key creation,
exchange, and encryption.

3.2Integration with Cloud Services
Integration with CSP APIs and Security Protocols

DH-based security architecture is integrated with CSP
application programming interfaces (APIs) and protocols
such as TLS/SSL to offer secure data transfer. This
connection is responsible for ensuring that the data
transmitted between clients and the cloud environment is
kept confidential and intact.

Ciphertext = AESy,, (Plaintext) 9

Where AES,., denotes AES encryption using the derived
key S.
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3.3Security Analysis
Diffie-Hellman Algorithm Security

The discrete logarithm problem's computational
complexity serves as the foundation for the Diffie-Hellman
algorithm's security, which guarantees forward secrecy:

g*®modp = (g*modp)®modp = (g’modp)*modp
(10)

This demonstrates the Diffie-Hellman key exchange's
security property, relying on the discrete logarithm
problem's computational difficulty.

DECRYPITION

- G,
_— = IEI =
CUSTOMER SIDE OUD: SRRV
PR')\lll)lLR
== | 3 i
DIFFIE-HELLMAN DIFFIE-HELLMAN
ALGORITHM KEY EXCHANGE
ALGORITHM
AES ENCRYPTION AES DECRYPTION
"

ENCRYPTION

DECRYPTION
DATA DATA

Figure 1: Cloud Data Security with Diffie-Hellman
Key Exchange and AES Encryption.

The Diffie-Hellman key exchange technique and AES
encryption are used in Figure 1 to show a safe architecture
for cloud data management. To ensure confidentiality
during transmission and storage in the cloud, customers
encrypt their data using AES after creating a secure shared
secret using Diffie-Hellman. Adherence to legal standards
such as GDPR and HIPAA guarantees adherence to data
security obligations, while integration with strong security
processes improves data protection.

AES Encryption Security
Ciphertext = AES),, (Plaintext) (11)

Where AESy,, denotes AES encryption using the
symmetric key S derived securely through the Diffie-
Hellman key exchange.

Challenges and Concerns

1. Key Management
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Effective key management practices are crucial: S

Refers to the shared secret key that needs safeguarding and
potential rotation policies.

2. Performance Overhead

High computational overhead affect

performance:

can system

Time Complexity of DH: 0(log® p)
Time Complexity of AES: 0(n)
where n is the size of the data being encrypted.
3. Regulatory Compliance
Compliance with data protection regulations:
Compliance = Standards

Complying with encryption and security regulations, such
as those imposed by HIPAA and GDPR, is ensured. These
equations cover the Diffie-Hellman key exchange
mechanism, Advanced Encryption Standard (AES)
encryption, and the management of associated concerns in
a secure cloud environment. They describe the
fundamental mathematical processes and considerations
that are important.

Next, using the following procedure, each side determines
a shared secret key (S):

Scustomer = Bmodp Scep = AmedP (13)

Using the shared secret key (S), the Customer encrypts
their data (D) with AES encryption to produce the
ciphertext (C):

C = AES (D) (14)

The encrypted data (C) is transmitted to the CSP. Upon
receiving the encrypted data, the CSP decrypts it using the
shared secret key (S) to retrieve the original data (D):

D = AESs1(C) (15)

This secure process protects sensitive data during
transmission between the Customer and CSP in a cloud
environment.
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Cm CALCULATEES = A%B med
Figure 2. Cloud Data Security Using the DHKEA.

The DHKEA procedure to improve cloud data security is
shown in Figure 2. It demonstrates how a Cloud Service
Provider (CSP) and a client create secret keys and use
DHKEA to compute a shared secret key (S). Using the
shared key, the Customer encrypts data and sends it to the
CSP, which uses the same shared key to decrypt it. In cloud
contexts, this secure key exchange ensures data integrity
and secrecy by safeguarding data during transmission
across public networks.

4. RESULT AND DISCUSSION

The DHKEA effectively improves cloud data security,
according to the study's findings. By facilitating secure
cryptographic key exchanges over public networks, the
Distributed Key Infrastructure (DHKEA) tackles important
security challenges inherent in cloud computing. It is
possible to reduce the risks associated with illegal access
by implementing DHKEA, which guarantees that sensitive
data will continue to be safeguarded while it is being
transmitted. DHKEA also offers robust encryption
mechanisms, which enables it to satisfy regulatory
compliance frameworks such as the California Consumer
Privacy Act and the General Data Protection Regulation.
Because of the algorithm's capacity to protect key
exchanges even without pre-established secure channels, it
is particularly well-suited for use in dynamic cloud
environments where traditional encryption approaches may
not be sufficient. A more effective and safer framework for
cloud data protection is provided by DHKEA, which,
according to the comparative analysis, offers considerable
benefits in terms of security, scalability, and performance
compared to traditional encryption solutions.

By eliminating risks associated with data transmission,
DHKEA in cloud environments dramatically increases the
security of your data. Even though traditional encryption
technologies are effective in static IT settings, they
frequently fail to keep up with the dynamic and
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decentralized aspect of cloud infrastructure. A preventative
solution to these problems is provided by the DHKEA's
method of secure key exchange, which does not require the
use of secure communication channels in advance.
According to the study's findings, installing DHKEA
improves security and guarantees compliance with severe
legal standards, creating an environment that is more
trustworthy for customers and other stakeholders.
However, the performance research reveals that DHKEA is
a scalable solution that does not impose an excessive
amount of computational overhead. As a result, cloud
service providers might consider it a viable option.
Businesses can create a more comprehensive defence-in-
depth strategy by implementing DHKEA. This strategy
ensures the integrity and confidentiality of essential data,
supporting business continuity in cloud-based transactions.

Table 1: Comparative Analysis of Encryption
Techniques in Cloud Security.

Metric DHKEA AES
Encryption Time 15 25
(ms)
Decryption Time 20 30
(ms)
Computational 30 50
Overhead
Based on encryption time, decryption time, and

computational cost, table 1 contrasts two encryption
methods: DHKEA and AES. Compared to AES, which
takes 25 milliseconds for encryption and 30 milliseconds
for decryption, DHKEA takes only 15 milliseconds.
Nevertheless, DHKEA also has a smaller computational
overhead (30) than AES (50), indicating that DHKEA
might be more resource- and processing-efficient overall.

DHKER E]
-

40

kil

Values

0
il o

0

Decryption Time Computational Cverhead

Metncs

Figure 3: Comparison of Encryption Techniques.

Encryption Time
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By comparing the performance of DHKEA with that of
classic encryption algorithms like AES, fig. 3 illustrates the
differences. Several important parameters, including
encryption time, decryption time, and computational
overhead, are highlighted in the graph. These metrics
illustrate the efficiency and security benefits that DHKEA
offers in cloud contexts.

Table 2: The effectiveness of the key exchange over
time.

Time (s) | DHKEA | Traditional Methods

5 10
1

10 20
2

15 30
3

20 40
4

25 50
5

Table 2 compares the long-term efficacy of DHKEA with
conventional key exchange techniques. When compared to
traditional approaches, DHKEA regularly performs better
for a range of time intervals (1s to 5s). For instance,
DHKEA receives an effectiveness value of 1 at 1 second,
compared to 5 for traditional approaches. This pattern
holds for all periods, demonstrating DHKEA's superior
scalability and efficiency over conventional methods.

50 DHKEA
Traditional Methods

40

w
o

Efficiency

N
=]

10

1s 2s 3s 4s 55
Time (s)

Figure 4: Efficiency of Key Exchange Over Time

Fig. 4 displays DHKEA's efficiency over time,
demonstrating its capacity to sustain low latency and great
performance for a longer period of time in comparison to
more conventional approaches. The graph illustrates
DHKEA's robustness by plotting key exchange timings
over a variety of network conditions at different times.
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70 DHKEA 7

a

2015 2016 2017 2018 2019

2020 2021 2022 2023 2024
Years.

Figure 5: Historical Adoption of Encryption
Techniques in Cloud Computing.

The adoption rate of several encryption algorithms,
including DHKEA, is tracked in Figure 5 over the past ten
years. It brings to light the increasing popularity of
DHKEA as a result of the enhanced security features and
compliance characteristics it offers.

Table 3: Performance Metrics of DHKEA in Cloud

Computing
Metric Performance Rating (out
of 10)
Data Security 9
Regulatory Compliance 8
Key Management 7
Scalability 8
Computational Expense 6

The above Table 3 presents ratings for five key metrics
evaluating the effectiveness of the DHKEA in a cloud
computing environment. Each metric is rated on a scale
from 1 to 10, with data security receiving the highest rating
of 9, followed by regulatory compliance and scalability,
rated at 8, key management at 7, and computational
expense at 6. This table provides a clear overview of
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DHKEA's performance, highlighting its security and
compliance strengths and indicating areas for potential
improvement in computational cost.

Computational Expense

Scalabllity

21.1%

Data Security 237

18.4%

Key Management
21.1%

Regulatory Compliance

Figure 6: Performance Distribution of DHKEA
Metrics.

The above Fig. 6 Pie Chart visually represents the DHKEA
performance ratings across five critical metrics: data
security, regulatory compliance, key management,
scalability, and computational expense. Each metric's
performance is depicted as a percentage of the total, with
data security and scalability receiving the highest ratings at
9 and 8, respectively, indicating strong performance in
these areas. Regulatory compliance and key management
follow closely, while computational expense has the lowest
rating, highlighting a relative area for improvement. The
chart provides a clear, comparative view of DHKEA's
strengths and weaknesses.

S. CONCLUSION AND FUTURE
ENHANCEMENT

Adopting the DHKEA in cloud computing improves data
security by securely exchanging cryptographic keys over
insecure networks, preserving data during transmission.
When combined with Advanced Encryption Standard
(AES) encryption, DHKEA satisfies strict regulatory
standards such as GDPR and HIPAA, balancing security
and performance despite computational expenses.
Effective key management and integration with cloud
infrastructures are critical to successful deployment.
DHKEA performs better than more conventional
encryption techniques. For example, DHKEA displays a 15
ms encryption time, while AES takes 25 ms and a 20 ms
decryption time, but AES takes 30 ms. DHKEA's
effectiveness and performance advantages would be
further demonstrated by including these numerical results,
providing a more thorough knowledge of its influence on
cloud data security. DHKEA delivers a strong answer to
cloud security issues, safeguarding data integrity and
preserving confidence in cloud services. Future research
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should focus on improving DHKEA for upcoming
technologies like edge computing and the Internet of
Things (1oT) and developing automated tools for smooth
DHKEA deployment and administration.

Declaration
Funding Statement

Authors did not receive any funding.

Data Availability Statement

No datasets were generated or analyzed during the current
study

Conflict of Interest

There is no conflict of interests between the authors.

Declaration of Interests

The authors declare that they have no known competing
financial interests or personal relationships that could have
appeared to influence the work reported in this paper.
Ethics approval

Not applicable.

Permission to reproduce material from other
sources

Yes, you can reproduce.

Clinical trial registration

We have not harmed any human person with our research
data collection, which was gathered from an already
published article

Authors’ Contributions

All authors have made equal contributions to this article.

Author Disclosure Statement

The authors declare that they have no competing interests.

REFERENCE

1. Kiran, S. S. (2017). A Comparative Review Of
Various Approaches To Ensure Data Security In Cloud
Computing.

2. Gollavilli, V. S. B. H. (2022). PMDP: A secure
multiparty computation framework for maintaining
multiparty data privacy in cloud computing. VVolume 7
Issue 10.

3. Sethuraman, P., Tamizharasan, P. S, &
Arputharaj, K. (2019). Fuzzy genetic elliptic curve Diffie

VOL. 1, NO. 1, 24 DECEMBER 2024



DIFFIE-HELLMAN KEY EXCHANGE ALGORITHM: IMPROVING CLOUD DATA SECURITY

Hellman algorithm for secured communication in
networks. Wireless Personal Communications, 105, 993-
1007.

4. Devarajan, M. V. (2022). An improved BP neural
network algorithm for forecasting workload in intelligent
cloud computing. Journal of Cloud Systems, 10(3), 1-10.

5. Tasnim, S. (2018). Review on cyclic group and
affine  cryptosystem and its  application  on
cryptography (Doctoral dissertation, BRAC University).

6. Valivarthi, D. T. (2022). Implementing the SHA
algorithm in an advanced security framework for improved
data protection in cloud computing via cryptography.
International Journal of Modern Electronics and
Communication Engineering (IJMECE), 10(3), 1.
Retrieved from http://www.ijmece.com

7. Ajmera, A., Ghosh, S. S., & Vijayetha, T. (2018).
Secure LSB Steganography over Modified Vigenere-AES
Cipher and Modified Interrupt Key-AES Cipher. 2018
IEEE Punecon, 1-7.

8. Narla, S. (2023). Implementing Triple DES
Algorithm to Enhance Data Security in Cloud Computing.
International Journal of Engineering & Science Research,
13(2), 129-147.

9. Sasaki, T., Agbor, B. M., Masuda, S., Hayashi, Y.
I, Mizuki, T., & Sone, H. (2018). Secret Key
Amplification from Uniformly Leaked Key Exchange
Complete  Graph. In WALCOM: Algorithms and
Computation: 12th International Conference, WALCOM
2018, Dhaka, Bangladesh, March 3-5, 2018, Proceedings
12 (pp. 20-31). Springer International Publishing.

10. Nagarajan, H. (2024). Integrating cloud
computing with big data: Novel techniques for fault
detection and secure checker design. International Journal
of Information Technology and Computer Engineering,
12(3), 928-939.

11. Haque, R. (2019). CryptoQuestion: The Solution
of Question Leakage.

12. Yalla, R. K. M. K. (2023). Innovative data
management in cloud-based component applications: A
dual approach with genetic algorithms and HEFT
scheduling. International Journal of Engineering &
Science Research, 13(1), 94-105.

13. Islam, M. M., Paul, S., & Haque, M. M. (2017,
December). Reducing network overhead of l10TDTLS

(98]

protocol employing ChaCha20 and Poly1305. In 2017 20th
International Conference of Computer and Information
Technology (ICCIT) (pp. 1-7). IEEE.

14. Yallamelli, A. R. G. (2021). Critical challenges
and practices for securing big data on cloud computing: A
systematic AHP-based analysis. Journal of Current
Science & Humanities, 9(3), 6-23.

15. Ahmad, S. J., Khandoker, R., & Nawrin, F.
(2018). SECURITY ENHANCEMENT & SOLUTION
FOR AUTHENTICATION IN CORPORATE
NETWORK WITH FIREWALL CONFIGURATION
AND AUTHENTICATION FOR SERVER
PROTOCOL. GSJ, 6(5), 10.

16. Gollavilli, V. S. B. H. (2022). Securing cloud
data: Combining SABAC models, hash-tag authentication
with MD5, and blockchain-based encryption for enhanced
privacy and access control. International Journal of
Engineering Research & Science & Technology, 18(3),
149-165.

17. Kaur, J., Talwar, R., & Goel, A. K. (2019). Black
hole attack in manets: Defending and detecting
techniques. International Journal of Information Security
Science, 8(4), 65-76.

18. Kodadi, S. (2021). Optimizing software
development in the cloud: Formal QoS and deployment
verification using probabilistic methods. Journal of
Current Science & Humanities, 9(3), 24-40.

19. SUKHROB, A. (2019). An Efficient and Secure
Communication Link for Unmanned Aerial
Vehicle (Doctoral dissertation, 5>3 = 3+ ).

20. Yalla, R. K. M. K. (2021). Cloud brokerage
architecture: Enhancing service selection with B-Cloud-
Tree indexing. Volume 9, Issue 02, 1-10.

21. Frustaci, M., Pace, P., Aloi, G., & Fortino, G.
(2017). Evaluating critical security issues of the 10T world:
Present and future challenges. IEEE Internet of things
journal, 5(4), 2483-2495.

22, Howlader, M. M. R. (2018). User attribute aware
multi-factor authentication framework for cloud-based
systems.

VOL. 1, NO. 1, 24 DECEMBER 2024


http://www.ijmece.com/

Vijaykumar Mamidala

List of Abbreviations and Symbols Used in the

Manuscript:

Abbreviation

Expansion

AES Advanced Encryption Standard

APIs Application Programming
Interfaces

APTs Advanced Persistent Threats

CCPA California Consumer Privacy Act

CSPs Cloud Service Providers

DHKEA Diffie-Hellman Key Exchange
Algorithm

GDPR General Data Protection
Regulation

HIPAA Health Insurance Portability and
Accountability Act

loT Internet of Things

IoTDTLS Internet of Things Datagram
Transport Layer Security

LSB Least Significant Bit
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MANETSs Mobile Ad Hoc Networks

MFA Multi-Factor Authentication

TLS/SSL Transport Layer Security/Secure
Sockets Layer

UAVs Unmanned Aerial Vehicles

p A large prime number is used for
modular arithmetic.

g Primitive root modulo p.

a Private key for Party A.

b Private key for Party B.

A Public key for Party A.

B Public key for Party B.

S Shared secret key.

D Data to encrypt.

C Ciphertext (encrypted data).
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